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tasksche

C:\Nisdews
335 B (514,28 3
T 1S W 0514388 T
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R B EE:

23358 164.514410 10.13.3.122 10.13.2.1 S7COMM 113 ROSCTR: [Job ] Function:[ ar
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C \Windows\tasksche.exe &
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FAULTING IF:
srv | Srv0s2FeaToNt+19
bE4942cc 6RBLATO0Z2 mowr ax,word ptr [edi+?]

MM_INTEENAL CODE: O

CUSTOMEE_CRASH_COUNT: 1

DEFAULT_BUCKET_ID: VISTA DRIVEE_FAULT
BUGCHECK_STR: 0=50

PROCESS HAME: Sy=ten

CURRENT_IREQL: 0O

LAST CONTROL_TRAWNSFER: from b649468b to bEd4942cc

STACK_TEXT:
bEc33b5c bE49468b 87de?5d0 ccObAffd 87792008 |srv!Srv0s2iFeaToNt+0=19

bec33b7c bedad?71 87de?Ed0 becidbbc bEc33bal |srv!Srvls2FealistToNt+0x9%

b6c33bb4 be4b533b 87444008 84275180 cc0a8008 |srv!SrvSnblpen2+0=93

bEc33bch bEd4bblaa be4B36ec 87792008 bE485000 |srv!EzecuteTransaction+lx=101
bEc33c00 bed?eb30 87792008 82217058 8ael?020 |srv!SrvSmbTranzactionSecondary+0x2ch
becz33c28 bedB=%a0 00000000 8Saslcd4d 00000000 |srv!SrvProcessSmnb+0x187

h6c33c50 84446013 00217020 9£458701 00000000 |sxv! VorkerThresd+l=zlbc

bEc33c90 B84ZeccdY bE48e844 82217020 00000000 nt!PspSystemThreadStartup+l=fe
oooooooo 00000000 00000000 00000000 00000000 nt!KiThreadStartup+0x19

STACK_COMMAND: kb

FOLLOWUE_IF:

srv!Srvls2FeaToNt+19

hE4942cc 6REBL4ATO02 now ax,word ptr [edi+2]

SYMBOL_STACK _INDEX: O

SYHBOL NAME: | srv!SrvO=s2FeaTolt+19

FOLLOWUP_HAME: HachineQwner

MODULE_HAME: =rv

IMAGE HAME:. srv.=svs

DEEUG_FLE_IMAGE TIMESTAMFP: 4dbaZade

FAILURE BUCKEET ID: O0x50_srv!Srvl=2FeaTolt+19
BUCKET ID: O0x50_=srv!Srvil=2FeaToNt+19

Followup: HachineOwner
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T Tl=eiy, IREPERER dump EEAIZAIEAS ZRIHY
dump HITERE DT, BEX ZRIE P RIRRIEMIIEF R ERERF
dump #1701, Bl IRIMEMRSLERIEE EaiIE T ee2 DT
HIBRZN AntiTPsys 54

32 {iut g

CUSTOMEE_CRASH_COUNT: 1

DEFAULT _BUCKET ID: VISTA DRIVER FAULT
BUGCHECK_STR: 0=B8E

FEOZESS HAME: svwchost . exe

CURRENT_IRQL: 2

LAST_CONTROL TRANSFER: from 24364243 to B8428d43L5

STACE_TEXT:

987d1690 84364243 98741760 98741758 00000000 nt!EzpInterlockedPopEntrySlistFault
987d16e0 244b4075 00000001 0000000L 67727453 nt!ExdllocatePoolWithTag+0x239
987d16f4 844b4330 0000000b bleidda? 844b42db nt!ExzphllocateStringRoutine+0z14
987d1734 95131akd 98741758 98741760 00000001 nt!|REtlUnicodeStringTodn=iString+0x55
WARHIHG: Stack unwind information not available. Following frame=s may be wrong.
987d1768 951370ch 882{=908 987dlief 00000001 | AntiTP+0xlaed
987d17a4 95135407 987d1fe8 89ccdhdd 874fB898 | AntiTP+0x70ch
987d23fc 844bdced 00000494 00000204 00000001 |AntiTP+0=5d407
987d24b4 844bod22 874fb898 0lccdbhd® 98742510 nt | PsplnsertThread+0=x5c?
987d24b% 874f{b898 0lccd6df 98742510 98742580 nt!HtCreatelserProcess+0x751
987d24bc 0lccded8 98742510 98742580 98742420 0=874{b898

987d24c0 98742510 98742580 98742420 987d24f{8 Oxlccdeds

987d24cd 98742580 98742420 98742418 8438easd 0x987d2510

98742510 00000000 00090000 0008=000 00050000 0=x987d2580

STACK_CCMMAND: kb
FOLLOWIOE_IP:

AntiTP+labd

95131a6d 77 e
SYMBOL_STACE_INDEX: 4
SYMBEOL _NAME: AntiTP+lasd

FOLLOWIOP_HAME: HachinsOwner

MCDULE HAME: AntiTFE

IHAGE_NAME: AntiTP. sys

DEBUG_FLE_IMAGE TIMESTAME: Sbdécdlo
FAITURE_BUCKEET_ID: 0=x8E_AntiTP+lakd
BUCKET_ID: O0=x3E AntiTP+labd

Followup: MachineOwner




BUGCHECK_STE: 0=C5_2

CURRENT_IRQL: 2

FAULTING_IF:

nt!EzAllocatePoolWithTag+ebd

g432dec8 232600 and dyord ptr [e=i].0
CUSTOMEE_CRASH COUNT: 1

DEFAULT_BUCKET ID: VISTA DRIVER_FAULT
FROCESS_HAME: =wchos=t . exe

TRAF_FRAME: 97825624 — i trap Oxffffffffavalacad)

ErrCode = 00000002
sax=bc28e000 sbx=86e3a3cl scx=00005a2a edx=00000000 esi=bc28=000 =di=00001000

eip=8432d6ch esp=9782a698 sbp=9782atel iopl=0 nv up el ng nE na pe nc
c==0008 ===0010 d==0023 e=s=0023 {==0030 g==0000 =f1=00010286
ntlExAllocatePoolWithTag+0=zebd:

8432d68 832600 and dword ptr [e=i].0 d=:0023 :bc28=000=277277777

Resetting default =scope
LAST CONTROL TRANSFER: from 8432d6ch to 8424chtf

STACE_TEXT:

97822624 8432d6c8 badbOd0n 00000000 86e=3b500 nt!KiTraplE+0=zlb3

9782a6e0 84474075 00000001 0000001lc 67727453 nt!ExAdllocatePoolWithTag+0x6bd
9782anfd 84474330 0000001z be901b5d 844742db nt!ExzpillocateStringRoutine+0=14
97822734 950£0a86 97822750 97822760 00000001 nt!RtlUnicodeStringToAnsiString+0=55
WARNING: Stack unwind information not available. Following frames may be wrong.
97822768 950£f{60ch 883dadl® 9782afe=d 00000001 [AntiTP+0xlale
9782a7a4 950£4d07 9782afel 87202440 87237030 |AntiTP+0=70ch
9782b3fc 84474ce3 0000054c 000009b0 00000001 lAntiTP+0=5d407
9782b4bd 8447cd22 87237030 0120ad40 97820510 nt!PsplnsertThread+0=z5c?
9782b4bE 87237030 0120ad40 9782b510 9782B580 nt!HtCrestelUserProcess+0x751
9782bdbc 0120ad40 9782b510 9782b580 9782b420 0=x87237030

A782b40 9782B510 9782B580 9782b420 97B2b4f5 O0mxl20ad40

9782bdcd 9782b5E0 9782b420 9782b4f8 8434=b20 0=x9782b510

A782B510 00000000 00140000 001l-e000 00190000 Om9782BGE0

STACK_COMMAND: kb
FOLLOWUF_IF:

AntiTP+1a86

250£0a86 77 b
SYMBOL_STACE_INDEK: 4
SYMBOL_NAME: AntiTP+laBe

FOLLOWUP_HAME: MachineOwner

MODULE_NAME| AntiTE

IHMAGE NAME: | AntiTP . svs

DEBUG_FLE_IMAGE TIMESTAMF: Shbdécdll
FAILURE_BUCKET_ID: O0=C5_2_AntiTP+1ade

BUCKET ID: 0=C5 2 AntiTP+1a86

REBNEFPNIAT RS MG REIIEFRIERF dump #HT
AIMEE, EIRABESZEIIN—3

STACK_TEXT

fffffBR0°05265c18 fEf{fR00° 042ecfhrd 000000007 0000000 fffffRa0°012d1000 00000000 00000002 00000000° 00000001 nt | KeBugCheckEx

fffffBR0° 05265020 fEf{fR00° 0422ad88 000000007 00000001 fffffRa0° 01241000 00000000 00000200 fffffal0” 03632280 nt | KiBugCheckDispatch+0=69
fffff8B0°05265d60 fEffFfBO0° 0442460 000000007 00000000 000000007 00000000 000000007 00000000 000000007 00000000 nt |KiPageFaul t+0x448

00700170016 : DxfffffBSU 05266570

H x16
(0000° 00000000 : DxfffffBSU 05266570

0000700000000 : DxfffffBaU 012ce510
f280° 04c20dea @ Oxfff££280° 00210020

"05266090 000000007 00000000 £880° 05266201 @ Oxfffffa80° 04bSclal

£880° 063ccka?

000000000000 f280° 04c20dea

fE£££880°052650f0 £££££800° 04504bbl 00000000° 00000001 £E££££880° 05266060 fffffaf0 O04c2llda 00000000° 00000000 nt!ExidllocatePoolWithTag+0=326
880°05265f=0 fffffBB0°063c664d @ fLfffBB0° 05266080 fffffBBD‘DEZEES?D 000000007 00000001 000000007 00000016 : nt!RtlUnicodsStringTodnsiString+lxzcl
80°0 5 o . . : oL TETR ]
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Check to make sure any new hardware or software is properly dinstalled.

If this is a new installation, ask your hardware or software manufacturer
for any windows updates you might need.

If problems continue, disable or remove any newly installed hardware
or software. Disable BIOS memory options such as caching or shadowing.
If you need to use safe Mode to remove or disable components, restart
your computer, press F8 to select advanced Startup options, and then
select safe Mode.

Technical information:

www STOP: Ox000000CS5 (OxBlESCO000,0x00000002, 0x00000001, 0x843356C8)

Co'l'lect"ln? data for crash dump ...
n

Initializing disk for crash dump ...
Beginning dump of physical memory.
pumping physical memory t? g;sk: 100
omplete.
22%:;21yg5:°;¥sg:pa§n1g or technical support group for further assistance.
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DRIVER CORRUPTED EXPOOL (c5)

An attempt was made to pletely invalid) addre=ss at an
interrupt reguest lewvel |[(IROL) that is too high| This is

caused by drivers that have corrupted the =y=tem pool. PFun the driver
verifier against anvy new (or suspect) drivers, and if that doesn't turn up

the culprit. then use gflags to enable special pool.

Arguments:

Argl: blefSc000, memory referenced

ArgZ: 00000002, IREQL

Argd: 00000001, wvalue 0 = read operation, 1 = write operation

Argd: B843356ch. address which referenced nemory

Debugging Details:

BUGCHECK_STR: 0=xC5_2

CURRENT TRQL

FAULTING IF:
nt!EzAllocatePoolWithTag+ebd
8433568 832600 and dword ptr [e=i].0

DEFAULT_EUCKET_ID: VISTA DRIVER_FAULT
PROCESS _HAME: =ervices. exe
TEAP FRAME: 92abdé2d4 — ( trap O=ffffffff92abde2dy

ErrCode = 00000002
eax=blefcl00 =bx=86e38140 =cx=blefcl0? =dx=00000000 esi=bledc000 =di=00001000

2ip=843356c8 esp=92a5d698 sbp=92atbdesl iopl=0 nv up ei ng nZ ha pe nc
c==0008 ===0010 d==0023 es=0023 {==0030 g==0000 =f1=00010234
nt |ExAllocatePoolWithTag+0=6hbd:

B43356c8 832600 and dyord ptr [esi].0 ds: 0023 :blefc000=727772777

Resetting default scope
LAST COHNTRCL TRAWSFEE: from 843356c8 to 84253068
STACE_TEXT:

92abd624 8433568 badb0d00 00000000 86239280 nt |KiTraplE+0x1h3

92a5deel 84474669 00000001 00000017 67727453 nt |ExballocatePoolWithTag+0xebd
92abdefd 84474924 00000017 bbbf3339 8447dA8cf| nt |ExphllocateStringRoutine+0=14
92a5d734 9459aabd 92554758 92a5d760 00000001 nt!RtlUnicodeStringToAnsiString+0=5E
WARNING: Stack unwind information not available. Following frames may be wrong.
92a5d768 945200ch 88lcadff 9Z2abdbdd 00000001 AntiTP+0=xlabd

92abd7ad4 9459=dlb 92z5dbdE 82982428 8VE6b030| AntiTF+0=70ch

92abelfc 8447=317 00000260 0000020 00000001 AntiTP+0=x5d1b

92abedbd 84486228 23786b0320 01982428 92abebll~mttPerimsertThresdsi=soh
92a5ebcl 8dd4b9dl 0012£258 0012£234 02000000 nt!HtCreatelUsserProcess+0x751
92aSec00 8424fdbs 0012f£258 0012{234 02000000 bdO001l+0=79d1

92aSec00 774ab6c74 0012£258 0012£234 02000000 nt!HKiSy=stenServicePostCall
0012£578 00000000 00000CO00 00000000 00000000 0x774a6c74

STACK_COMMAND: kb
FOLLOWOE_IF:

AntiTP+1akd
9459za6d 850 test 23X, 2aX

o] LUEZIE BT REVERBEIRCREIR dump #82—3, #2EfE
WIZESFR5 RIS RtlUnicodeStringToAnsiString RIREREFERE
R AR, TE BugCheck DR 1 4RI SO AE P
QhRORMT (RS IRQLARS, 2 2 DISPATCH_LEVEL 255 MSDN thi
F RtlUnicodeStringToAnsiString EREIAVIR BB TR LAB GRS

1Z R EFRE(E PASSIVE(O) s M7



RtlUnicodeStringToAnsiString function
RtlUnicodeStringTolnteger function Req u i rem ents
RtlUnicodeToUTF8N function

RtlUpcaseUnicodeChar function

RtlUshortByteSwap macro

Minimum supported client Available starting with Windows 2000.
RtlUTF&ToUnicodeN function
RtIValidRelativeSecurityDescriptor function Target Platform Universal
RtIValidSecurityDescriptor function
RtlVerifyVersioninfo function Header wdm.h (include Wdm.h, Ntddk.h, Ntifs.h)
RtlWriteRegistryValue function

Library NtosKrnl.lib
RtlxAnsiStringToUnicodeSize function
RtlxUnicodeStringToAnsiSize function DLL NtosKrnl.exe
RtlZeroMemory macro

I IRQL PASSIVE_LEVEL I

oRfE NI 1B R &R E—XARRYE nt!KiTrapOE , 1IX:2 windows
RIZFHIR N FEMIRREL, B AE 7RISR, ATASK
FRRITFHT? F AR LR EIE R A EELNFEARD
TAFF, F2NEURFGRAF) PRE, HSARAGRITHRT,
SREFENIBZIHEAEENIE T, RtlUnicodeStringToAnsiString ISR
BT Wiz EFES LRSS ExAllocatePoolWithTag:

PVOID ExAllocatePoolWithTag(

__drv strictTypeMatch(_ drv_typeExpr)POOL TYPE PoolType,
SIZE'T

NumberOfBytes,
ULONG Tag

),
MmBEH PoolType 2% 1 BI9 TRWNTE PagedPool:

ChildEEF Retiddr Args to Child

92a5d624 843356c8 bhadbOd00 00000000 86239280 nt!KiTraplE+0x1b3

92a5deel 84474669 DDDDDDI? 67727453 mtTExhllocatePoolWithTagd0xebd
92abdefd 24474924 00000017 bbbf3339 8447d8ct ntTEzEpAllocatestringRoutine+0=z14
92854734 94593a6d 92a5d758 92a5d760 00000001 nt!BtlUnicodeStringToAnsiString+0=x55
WARNING: Stack unwind information not available. Following frames may be wrong.
92854768 945a00ch 881cadfd 92a5dbdf8 00000001 AntiTP+0xlabd

92a55d7a4 9459=dlb 92a5dbd8 82982428 8786b030 AntiTP+0x70ch

92a5=3fc 84472317 00000260 00000s=0 00000001 AntiTP+0xS5d1b

9255=4b4 84486228 B786b030 01982428 92252510 nt | PspInsertThread+0zbch

92a5=bcl 8dd4b9dl 0012£258 0012£234 02000000 nt!NtCreateUsserProcess+0x751
9258200 8424fdb6 0012£258 0012£234 02000000 bAOOO1+0x79d1

92a5ec00 774a6c74 0012£258 0012£234 02000000 nt!KiSystemServicePostCall
001Z2£575 00000000 0OOOO0OQO0 00000000 00000000 Ox774a6c74



|enum POOL_TYPE

typedef emum _POOL_TYFE
{

PagedPool = 1,
NonPagedPoolMust Succeed = 2,
DontUseThisType = 3,
NonPagedPoolCachefiligned = 4,
PagedPoolCachedligned = 5,
NonPagedPoolCachedlignediustS = 6,
MaxPoolType = T,
NonPagedPoolSession = 32,
PagedPoolSession = 33,
NonPagedPoolMast SucceedSession = 34,
DontUseThisTypeSession = 35,
NonPagedPoolCachellignedSession = 36,
PagedPoolCachedlignedSession = 37,
NonPagedPoolCachellignediustSSession = 38
} POOL_TYPE;

A1 &I MSDN ehiE51581 ExAllocatePoolWithTag BRI FEZE
QNERZLTF DISPATCH_LEVELAQR)EIFERZ B IRIRT IR R BEEARIFD TN
77, RBEFURS)/\F DISPATCH LEVEL(8;<=APC_LEVEL(1))RIAT{E
Z B FR{ER Pool Type:

Callers of ExAllocatePoolWithTag must be executing at <= caller executing at DISPATCH_LEVEL must specify
a NonPagedXxx value for PoolType. A caller executing at|IRQL <= APC_LEVEL fcan specify any POOL_TYPE value, but the IRQL and

environment must also be considered for determining the page type.

Allocating Memory with ExAllocatePoolWithTag

Drivers can also call ExAllocatePoolWithTag, specifying one of the following system-defined POOL TYPE values for the PoolType
parameter:

® PoolType = NonPagedPool for any objects or resources not stored in a device extension or controller extension that the driver
might access while it is running at IRQL > APC_LEVEL.

For this PoolType value, ExAllocatePoolWithTag allocates the amount of memory that is requested if the specified
NumberOfBytes is less than or equal to PAGE_SIZE. Otherwise, any remainder bytes on the last-allocated page are wasted:
inaccessible to the caller and unusable by other kernel-mode code.

For example, on an x86, an allocation request of 5 kilobytes (KB) returns two 4-KB pages. The last 3 KB of the second page is
unavailable to the caller or another caller. To avoid wasting nonpaged pool, the driver should allocate multiple pages efficiently.
In this case, for example, the driver could make two allocations, one for PAGE_SIZE and the other for 1 KB, to allocate a total of 5
KB.

Note Starting with Windows Vista, the system automatically adds the additional memory so two allocations are unnecessary.

® PoolType r memory that is always accessed ar;g if n?:'g ir;rg file s'vs:f;m's write path.
SR dump LAEAIBVEEEWFNFEREA ExAllocatePoolWithTag
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