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Signature Date 2019-03-23 18:00:00

File Names ©

tgytutrc
tgytutrc7290.exe

Signature Info ©

Signature Verification

/N Acertificate was explicitly revoked by its issuer.

File Version Information

Copyright Copyright (C) ALISALTD 2019
Product Service tgytutrc

Description Background Tasks Host
Original Name tgytutrc

Internal Name tgytutrc
File Version 1.5.1.0
Date Signed 6:00 PM 3/23/2019

H™EITlR, SR cnd.exe 4T move <, IBEBEH

F%temprERT, NXELIERBHI=ZRE" tgytutrc” +PO{RFEHL
H=BRL:

chwindows\system32\cmd.exe e CA\Users\Administrator\Desktop\lockergoga.exe

c\windows\system32\cmd.exe SEE C:\Users\Administrator\AppData\Local\Temp\tgytutrc9388.exe

chusers\administrator\desktop.. S|EFHER ch\users\administrator\appdatalocali\temp\tgytutrc9388.exe

vih = sub 422F18(v12, B, {(unsigned int)
uLg a;

u6l = 0;

uLg *( OWORD =)ull;

*(_QWORD *)&u59 = ={{ QUWORD =)ulh + 2};
via[4] = 8;

vi4[5] = 15;
*( BYTE =)ulh =
LOBYTE(ué1) = 2;
HIDWORD(u58) = A;
DWORD2(u58) = :
if ( v6B - v59 < 4 )




DWORD2({u58) = cnd.exe";
=(&u62 - 48) = 15;
*({_BYTE *)&u62 12) = 8;
=(&wb2 - 37) =
=(&U62 - 36) ;
*({_WORD =)&u62 - 82) = O]
sub_418418(DWORD2{u58), HIDWORD{u58));
LOBYTE{uG1) = 15;
sub hUFQEB((Chat *)&USE + 4);
v38 = (__int16 =)sub_4082E6{(LPUOID)DWORD1(u58), DWORD2{u58), HIDWORD{u58));
LOBYTE{u61) = 16;
u39 = sub_u33620(({int)"/c", {(int)(&u62 - 59), (int)&u62);
LOBYTE{u61) = 17;
CopyToTmp(
vig,
&U62 - 1325,
(int)&va2,

(int)L"move",
(int)L" /)
(1nt)&duu|d S1FBCS8,
(int)(&w62 - 29),
(int)&unk 5622B8) ;

HABMRISH TR, FWRESAEETIMNEF:

; lpToplLevelExceptionFilter

SAIS VAR CreateProcessW LAS#"-m” [B5)(m /9 master process
FHENRR):

if { a5 == ah )

sub_41E7AB(Ra3, a%, L'-m");
H
else
{
*{_DWORD =*){al + 16) = B;
us1[4] -

us1[5] = 73
HIDWORD(uU58) = 2:
={_WORD =)u51 = 8;
sub_418418{v51, (int)&v63, {(unsigned int)L"-m", HIDWORD{u58)};
ak += 24;
H
StartRansomuare({unsigned int){&u62 - 29), (int)(&Bu62 - 1332), (int)&u62, (unsigned int =x*)&a3, (int)&unk_5822B8);

HEARBRSTEY logoff.exe [T HEZABIMAFHIER net.exe &K

AMEERIRKFEBAIFATERBNFTTEH"
HuHuHUHoH0283283@dJD"



ptr [ebp-4],

., [ebp-@F4h]

ModifyﬂccountPaSSWDFd

REFEHTXHNERE, HEERKEER —TMEB R
README_LOCKED.txt" BYSIZR(ZEMH, HIF ARSI H
XA SUHATING, IIEEERISUGEE%9" Jocked” :

[ reaove Locken ot s A

R RHE B0 EEV) E#EH

Greetings!

There was a significant flaw in the security system of vour company.

Tou should be thankful that the flaw was explolted by serious people and not some
They would have damazed all of your data by mistake or for fun.

Your files are encrvpted with the strongest military algorithms RSA4096 and AES-Z
Without our special decoder it 1= 1mpossible to restore the data.

Attempts to restore vour data with third party software as Photorec, RammohDecrvp
will lead to irreversible destruction of your data.

To confirm our honest intentions.

Send us 2-3 different random files and wou will zet them decrypted.

It can be from different computers on yvour network to be sure that our decoder de
Sample files we unlock for free (files should not ke related to any kind of backu

We exclusively have decryvption software for vour sltuatlion

DO NOT FEESET OF SHUTDOWN - files may be damaged

DO WOT FENANE the encrypted files.

Do NOT WOVE the encrypted files.

This may lead to the lmpossibility of recovery of the certain files

The payvment has to be made in Biltcoins.

The final price depends on how fast you contact us.

Ls soon as we recelve the payment wou will gzet the decryption tool and
instructions on how to ilmprove vour svstems securlty

To get information on the price of the decoder contact us at:

DharmaParrack@protonmail. com
wyattpettlgrew3922050@mail. com

sub_4B9C8e(
2u155,
{int)" MIGAMABGCSQESIb3DOEBAQUAALGLADCBhWKBGODLSCAMFEQHU BOLT967Q00HUN/9xRbCEYNZ HUUEB52gpDJROOLNPPYCPNehaeynF8HGFYD™
“RIEaDOpk4WZUGPLECRaYUQS1H6U+2j4UpBFan woNdi7Z+j12xwk0ao29F JEWUQDUFPQODALFEbji0107F1Nc5g9u0EbNYCATW/ubaUuIBEQ=="",

219,

0);
LOBYTECu174) = 14;
u12 = sub 41D700{&u178, (int)"InputBuffer", (int)&u155, 1);
LOBYTE(uv174) = 15;
{{void {_ thiscall =){void =*x, void *}}u139[8])}{&u139, vi2};
({void {_ thiscall =)(void ===, signed int))w139[508])(&v139, 1);




| | accesschlcexe.locked LOCKED 3244

| | accesschkéd.exelocked LOCKED >zi%
|| AccessEnum.exe.locked LOCKED 3244
| | ADExplorer.exe.locked LOCKED >Z{%
| | ADInsight.chm.locked LOCKED =2{%
| | ADInsight.exe.locked LOCKED 3244
|| Autoruns.exelocked LOCKED =2i%
|| Autoruns64.exe.locked LOCKED =2{%
| | autorunsc.exe.locked LOCKED 304
| | autorunsct4.exe.locked LOCKED 2{%
| | Bginfo.exe.locked LOCKED 324
| | Contig.exe.locked LOCKED =2{%
|| Contigfd.exe.locked LOCKED =2{%
| | Coreinfo.exe.locked LOCKED 304

FEREARIFESLL" -i SM-yxugwjud -s” FESEARMEIEFHIEHT
XEn=, SEEA—IE1T, CPU FIFEZRMEMNTF

ST C\Users\ADMINI~1\AppDatatLocal\Temp\tgytutrc7918.exe -i SM-tgytutrc -5

HHE [ 100% cPu ERE 7 100% Sxs5 @~ L3 [ nE |v]
[ st PID R #wE sEE U FSC A CPU - 25t 100%
[} tgytutrcazes.exe 768 Background Tasks... 1ETEE(T 4 62

[T tgytutrcossa.exe | 4024 Background Tasks... IE&EET 2 ] 6

[ tgytutreozssexe | 3444 Background Tasks... IE&EET 2 12 5

[7] perfmon.exe 4360 st IEEET 19 0 5

[7] system 4 NT Kernel & System  [FZEiET 103 2 2

[ Egerim - ERIRERNT. EEET - 0 1 60 0%

TR NHEEAFPFENHERE, (A RNGEETEERE
iR)ERK Key/IV(ZH/#)9amE), R AES/Rijndael Hi%AY CTR 1R
NOTERE)INEHRS, BIRREN 128 i, SAE(ER RSA-
1024 BIEIIZSUHRY Key/IV, HASIBENRIFEARENF (Magic).
RS (ERA HEERIRIREARRRA A 1510), JESEA/N, INEZRRIS4E
Key/IV 3O0ZINNZE SRS, S0 R



00076938 |DB CA 85 7C 8D 9B 21 6E EB 62 F4 46 07 B3 F5 5D A8 A8 B3 Cl 27 | UF.| >!n&hsF 28] A
0007694D | 3E 14 6 ﬁ@ir@ 1 I 53 55 36 €D 09 FE 98 2%;1839."?:46 41 _3 ACE fluém b~,4& FA
00076962 | 4A 1 @ |44 ! ;é _Z:é 65 54 07 76 cC 407 8E Caoar oz ge "oV €'SlOAr iezen ~
00076977 | B5 D 30 D4 50 6D DE A3 14 FA 38 6C CB|[a7 4F 47 41]B1 35 31 30| w=00PmEL $81EGOGR1510
0007698C |80 €9 07 00 00 00 00 00) |64 D2 CE €3 46 CD EB 93 1F 58 85 31 SE| €1 s0EcFie® x.1%
000TESAL |OR €4 OF E1 22 30 A9 4E 70 37 96 DS 25 BF 6D SA AL D2 54 79 DA| d A"OENpT-£3:md;0.,vd
0007698B€ |38 CD OF ED 4E 99 F2 E3 E3 &7 6A 5C 39 OA 7A 30 2D 77 E3 F7 85| 8i iN®a33g7\95z0-wiz..
000TESCE |AR 10 6E CB F9 88 76 D1 59 2C B3 3C 41 62 AC EA 9SC OD 49 D2 46| * nEu vHY, *<Ab-fx IOF

2

000769EC |F2 7F D3 06 L7 DE DE 14 AE 1F 03 D7 E2 20 7E DE DB CE OE BB 59 },yaﬂeryp »Y
000769F5 |AF A1 1A 38 3A 6C 92 7E 21 80 42 6C E3 63 67 1A OE BO C7 F5 €Al ; -5'1’~!€3<}cg BRI
000TEROR |RO AE ED AF 4A 78 7E 15 9E 64 @i'k@}é}ﬂ pair

ZIHFEDHTRIL, BHEARLL -w" SIS, S EmEEE
RUSHATING, MARBRTHAIAERIESREEE, BIMERGE:

alnk

aDoc

aDot

aDocx

aDocb

aDotx

aDotb

allkb

aXml

SLA" 1" SEEHRHER, FAERE C EIRBREIE— log
S C\log.txt fERIER:



sub_42B3AB( (int)}&lpHem, a3, a3, (int)"-i", {(int)&dword_S1FBBO, {int)"-s", &u28, {(int)}&u21);
LOBYTE({u27) = 8;
v23 = 5;
if ( v26 >= Bx1@ )
{
v9 = l1pHem;
if  v26 + 1 >= 6x1800 )
{
u? = (_BYTE =)={{_DWORD =}1lpHem — 1};
if ( {(unsigned int)}{{_BYTE =)lpHem - w9 - 4) > 8x1F )
sub_4BF44B(az, a3d);

H
sub_49D2DB(u9);

H
u2t = 8;
v2é = 15;
LOBYTE(1pHem) = 8;
if ( v21 && byte_52A488 )
{
ul18 = &unk_S52A4F8;
u18 = sub_48A3BG6(&unk_S52A4FB);
if § v18 )
sub_ 487281 (vi18);
w2y = 2;
sub_414C80(&V17, {int)"c:/.log", 12, vik, vwi5);

B . 1ocH |
1 scanning...
2 [1/0/53]>C:\Boot\Fonts\chs_boot.ttf
3 [2/0/53]1>C:\360SANDBOX\3605andPox.sav{aldalbe5-8abf-11e6-b277-08002713=4=8}.TMContainer0000000000000000
0002.regtrans-ms
4  [1/1/58]1+C:\Boot\Fonts\chs_boot.ttf
5 [2/1/571>C:\360SANDBOX\3605andBox.sav{afdalbe5-8abf-11e6-b%77-08002713=e4e8}.TMContainer0000000000000000
0001l.regtrans-ms
[1/1/59]-C:\3605ANDBOX\360SandBox. sav{aBdaTbe5-8abf-11e6-b%977-08002713e4e8} . TMContainer0000000000000000
0001l.regtrans-ms
[2/1/58]1>C:\FTP\PLC
i [1/2/58]+C:\FTP\PLC
S [2/2/57]1>C:\Boot\memtest.exs
10  [1/2/58]1-C:\360SANDBOX\360SandPox.sav{aldalbe5-8abf-11e6-b%77-08002713e4e8}.TMContainer0000000000000000
0002.regtrans-ms
11 [2/2/57]>C:\bootmgr
1/3/58]+C:\Boot\memtest.exs
2/3/57]1>C:\3605ANDEOX\3605andBox. sav
1/4/611+C:\bootmgr
2/4/601>C:\Boot\el-GR\bootmgr.exe.mui
M/AS/811+0 - Y Rant el —CRYhantmar ava mnid

[
[
[
[

H B RUBIEEIAY LockerGoga BIFRIRAH, IREAIEHAIBRKE
BRI, XEREEASBRZAIRY Wannacry, NotPety FEIZISE
REMS EBEREHSERE, BIMEotigagIExa C2 LL
& DNS &, AR EREMErgEaNEIRTaTsett, ATkl
HENEEZNBENERIA, MAFEIKE. BRSNS/ \E
(NorCERT){REEELLEM, (BYISHANZBS R TR B
{AER Active Directory (R B R)iHI TR MiERFRIER:



' Lesepenge-virus
«NorCERT varsler om at Hydro er utsatt for et ransomwareangrep

(LockerGoga). Angrepet ble kombinert med et angrep mot Active
Directory (AD).

NorCERT ber om informasjon om andre er rammet av tilsvarende
hendelser. NorCERT bistar Hydro og hendelsen regnes som pagaende»,
~ stardetivarselet.

BERYIE A E a0 T~

EF ERREE, WHEIET pass the hash WA sERGIEHE
ERAR, XAHME L@ EEHE SysVol/NetLogon(FrE iR
aiha)igs, AEEIIHRNESTHIRSEIER TR LockerGoga &)
RLUXEFTEEEEARINRE, H#—PHREENT:



e ~ 7
7 2 SysVol/Net
’/ J5 4% SysVol/NetLogon

SR

—\ 0 | S T R R A
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HENSEAMERD RS LockerGoga BIZI4AGTS:, Jitt
7T S BTA LI R AN TR

1. BN R THTR2EE), 2EmEatITeER,

2. RETEFARMENARFANBREEIT, BRFERE

3. FE&EE U BEnBaEesastm, EnnEteEin

4. FERKFZREN" HF+FEHFRTR" HRBRERS, FH
R EH e R ERE—Z.

5. REENAREELE, BEEXRIKERES

6. RIANVENRS RO, XHHE, HFRMEI=EERR
AR PR Z

7. BEBRSYRM. T DH(BRZBGFRM). ANEIMEERS
LAR T K E AN B R FENE, SEES R



Sianggn
8. 5Iix%el BalF, EHTEENNSEhES, BN
SUGINE 28l
MERNEEEP, —BEhiE, BESKENTEEME+ZZ),
ANAERBIREEATIEI S—EZMiF 2GR SE
WiEhE, SHITSRMEMEED, BREZEXRREK.

Y. loCs

EZNI=E N
bdf36127817413f625d2625d3133760af724d6ad2410bea7297
ddc116abc268f
88d149f3e47dc337695d76da52b25660e3a454768af0d7e59¢9
13995af496a0f
c97d9bbc80b573bdeeda3812f4d00e5183493dd0d5805e2508
728f65977dda15
ba15c27f26265f4b063b65654€9d7c248d0d651919fafb68cb47
65d1e057f93f
eda26a1cd80aac1c42cdbba9af813d9¢c4bc81f6052080bc33435
d1e076e75aa0
ba15c27f26265f4b063b65654€9d7c248d0d651919fafb68cb47
65d1e057f93f
7bcd69b3085126f7e97406889f78ab74e87230¢11812b79406d
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ENZRHRAEIBIL:
MayarChenot@protonmail[.Jcom
DharmaParrack@protonmail[.Jcom
SayanWalsworth96@protonmail[.Jcom
DharmaParrack@protonmail[.Jcom
wyattpettigrew8922555@mail[.Jcom
SuzuMcpherson@protonmail[.Jcom
QicifomukEjijika@o2[.]pl
AsuxidOruraep1999@o02[.]pl
RezawyreEdipi1998@o02].]pl
AbbsChevis@protonmail[.Jcom
ljugodiSunovib98@o2[.]pl
RezawyreEdipi1998@o2].]pl



